Potential Security Problem in GO-Global/UNIX v2.1 keytables

Posted by troym - 2003/12/02 08:20

The foreign-language keytables that were released with GO-Global for UNIX v2.1 include the 'DEBUG' keyword in many
cases. This keyword will cause the X server to log (to the session log in the user's home directory) the translation of
each keystroke. If the permissions on the log directory and the logs are not stringent enough, this could lead to a
security problem as the logs will essentially contain a record of each keystroke typed by the user.

This problem will be fixed in a forthcoming release of GO-Global for UNIX, but in the meantime, administrators of GO-
Global for UNIX installations should check their keytables in ${GOGLOBAL_ROOT}/etc/keytables/, and remove or
comment out any "DEBUG" keywords in those keytables.

Troy
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